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Research on an identification method using aerial writing that is resistant to
peep and can be used by a large number of people

A common string password can be guessed by an attacker. If passwords are made too
complex to be easily guessed, they will be difficult to remember, and if they are
made too simple, they will be less resistant to attack. Fingerprints and facial in
formation used in some smartphones can be used, but since these cannot be changed,
there are significant problems if they are compromised. There are methods to stre
ngthen identity verification, such as lifelogging and using security devices. In t
his study, we proposed a method of identity verification using Leap Motion, in whi
ch the user writes letters in the air with his or her finger. The goal was to writ
e in mid-air without leaving any handwriting and to make it resistant to copying b
y prying eyes. In the first study, we verified identity by comparing the words wri
tten in the air with the registered words. The rejection rate was 46%, and the acc
eptance rate was 11.5%. One problem with this study is that the same words cannot
be registered by different registrants. Furthermore, once a word was recorded, it
could be easily imitated. Therefore, in the next study, we registered a single lin
e that was written in the same way by all registrants, and used machine learning t
o classify the line to improve speed and accuracy. The results showed that the rej
ection rate was 14% and the acceptance rate of others was 10.29% when the radius o
f the SOM' s identity region was 9. This research is a system that strengthens the
password-based identity verification by combining password input and writing of wo
rds. Of course, there are many studies that verify the identity of users by writin
g, but they do not take into account the large number of users and the increase in
the number of users. In addition, since the system registers the entered signatur
e itself, the signature cannot be changed without re-registering. On the other han
d, the method used in this system does not require retraining by machine learning
even when the number of users increases. The computational cost of machine learnin
g can be kept constant even when the number of users is very large. The evaluation
was conducted using multiple machine learning methods, and the results show that
the best machine learning method can reduce the stranger acceptance rate by unregi
stered persons to 7.2% with a threshold of 0.5, which sets the rejection rate of r
egistered persons at 5. 7% and reduce the stranger acceptance rate by unregistered
persons to 2.6% with a threshold of 0.7, which sets the rejection rate of registe
red persons at 10. 7%.
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